ABTopu3sanus depe3 SSO (OpenID, OAuth)

BeirosiHUTE yCTaHOBKY HEOOXOAMMBIX MOy ieid Apache:

$ sudo apt-get install libapache2-mod-auth-openidc

BkmtounTe 1cmonb30BaHue MOAYJIsA:

$ sudo a2enmod auth_openidc

B ¢aiine HacTpoiiKe caiiTa 00aBbTe CeAYIOMIVEe CTPOKH:

LoadModule auth_openidc_module modules/mod_auth_openidc.so

<VirtualHost *:80>

OIDCClaimPrefix "OIDC-"
OIDCResponseType "id_token"
0IDCScope "openid email"
OIDCProviderMetadataURL "..."

oIbccClientIiD "..."

OoIDCClientSecret "..."

OIDCRedirectURI http://<devprom-alm-server>/openid/auth
OIDCCryptoPassphrase <your-secret-phrase>

<LocationMatch /openid>
AuthType openid-connect

Require valid-user
</LocationMatch>
</VirtualHost>

[Tpumep 3aro/iHeHUs1 TapaMeTpoB Jjis ayTeHTHdUKau uepe3 Gmail

OIDCProviderMetadataURL

https://accounts.google.com/.well-known/openid-configuration

ClientID M0XHO MOMYYUTh TIO CChUIKE
https://console.cloud.google.com/apis/credentials ass

OIDCClientID 3aperMCTpUPOBAHHOIO MPUIOXKeHus, re B KauecTBe RedirectURI
Heo0X0[MMO TTPOITHCaTh MYThb K MPUIOXKeHH0 http://<devprom-alm-
server>/openid/auth

OIDCClientSecret ClientSecret moxxHO Tos1yunTh BMecTe ¢ ClientID

Jlono/iHUTeIbHbIe HACTPONKHU

B daiine htdocs/settings_server.php Bel Mo>keTe 100aBUTH CJie/iyIOlHe KOHCTAHThI, YUTOOBI HACTPOUTH
paboty ayTeHTuduKaru yepe3z SSO-cepsep.

true);

definelAUTH_OPENID_USED', |Oto6pa3uth kHonKy SOO Ha cTpaHHI|e aBTOPH3al[|H [IjisI BXO/a uepe3

SSO-cepgep.

true);

defineAUTH_OPENID_ONLY,

HWcrnonib30BaTh TOMBKO ayTeHTU(UKAILHIO yepe3 SSO, 6e3 BO3MO>KHOCTU
ayTeHTU(ULMPOBATHLCS TI0 Tape JIOTHH/TIapOoib.

VISITOR/, true);

definelAUTH_OPENID_CREATE

ABTOMAaTHYeCKU CO3/1aBaTh YUETHYHO 3allUCh [1JIs1 [I0CEeTUTEIs, YCIIeLIHO
ayTeHTU(ULMpOBaBILerocs uepe3 SSO-cepsep.




IIpumep HacTpoiiku Keycloak

Hacrpoiiku knuenTta Test

Settings | Credentials  Rol Client Scopes Mappers Scope

Realm Settings

Clients
e Client 1D test
Client Scopes
Name
Roles

Deseription

Identity Providers

User Federation Enabled Ea

Authentication

Always Display in Console oFF
Consent Required oFF
Groups
Login Theme
Users
S— Client Protocol openid-connect
Events Access Type confiden
import
Standard Flow Enabled Ea
Implicit Flow Enabled orF
Direct Access Grants Enabled Ea
Service Accounts Enabled orF
Authorization Enabled orF
Root URL
*Valid Redirect URls -
Base URL
Admin URL
Web Origins

Backchannel Logout URL

Backchannel Logout Session Required Ea
Backchannel Logout Revoke Offline oFF
Sessions

~ Fine Grain OpenID Connect Configuration

Access Token Signature Algorithm
D Token Signature Algorithm

ID Token Encryption Key Management
Algorithm

D Token Encryption Content
Encryption Algorithm

User Info Signed Response Algarithm unsigned

Request Object Signature Algorithm

Request Object Required not required
Valid Request URls

~ OpenlD Connect Compatibility Modes

Exclude Session State From OFF

Authentication Response

Use Refresh Tokens For Client oFF
Credentials Grant

v Advanced Settings

Access Token Lifespan Minuses

Client Session Idle Minuses

Client Session Max Minuses

Client Offline Session Idle Minutes

Client Offiine Session Max Minuses
OAuth 2.0 Muzual TLS Certificate ore

Bound Access Tokens Enabled

Proof Key for Code Exchange Code
Challenge Method

v Authentication Flow Overrides

Browser Flow v

Direct Grant Flow v

[ save [RC0E

Hacrpoiiku Identity Provider

vocation

Offline Access.

Clustering

Installation



dentity Providers > oidc

oidc
Settings Mappers
ClE Redirect URI
fal
* Alias
= Identity Providers Display Name
User Federation Enabled [on |
Authentication
Store Tokens OFF
Stored Tokens Readable OFF
Trust Email OFF
Aceount Linking Only OFF
Hide on Login Page OFF
Import.
= GUl order
Export
First Login Flow first broker login v
Post Login Flow v
Sync Mode import v

v OpenlD Connect Config

hep: uth
oFF
oFF
r- q.dev dfauth
Logout URL
Backchannel Logout oFF
Disable User Info oFF
User Info URL
* Client Authenticatio Client secret sent a5 basic auth v
Client ID e
*CliencSecret@ | eeenmeeene
Issuer
Default Scopes
Prompt unspecified v
Accepts prompe=none forward from oFF
dlient
Validate Signatures oFF

Allowed clack skew

Forwarded Query Parameters

Hacrpoiiku Apache

0IDCClaimPrefix "OIDC-"

OIDCResponseType "code"

0IDCScope "openid email"

OIDCProviderMetadataURL
"https://176.9.66.16:8389/auth/realms/master/.well-known/openid-configuration"
OIDCClientID "test"

0IDCC1lentsecret Nxkxkkk k kkxx*x%xN

OIDCRedirectURI "https://hqg.devprom.ru/openid/auth"

OIDCSSLvValidateServer "Off"

OIDCCryptoPassphrase openstack
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